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Oz

Ontoloji Tabanli Veri Erisimi (OBDA), bir ontoloji ile bir veri kaynag arasinda kurulan esleme
sonucunda veri erigiminin ve veri entegrasyonunun saglanmasidir. Bdylece, Anlamsal Web
teknolojileri kullanilarak biiyiik miktarda verinin depolanmasi kolaylasmakta, daha giiglii sorgular
yazilabilmekte ve karmasik bilgi sistemlerinin yonetimi hizl ve etkin bir sekilde yapilabilmektedir.
Ontoloji Tabanl Erisim Denetimi (OBAC), Anlamsal Web teknolojilerini kullanarak erisim denetim
diizeneklerinin uygulanmasini saglamaktadir. Bu nedenle, veri mahremiyetini korumak i¢in yalnizca
yetkilendirilmis Kisiler verilere erisebilmektedir. Bu ¢alismada, veri modelinden bagimsiz bir erisim
denetim yaklasimi ile veri sanallastirmay1 saglarken giivenligi artirmak icin OBDA ve OBAC entegre
edilmistir. Bu amagla, saglik alani i¢in bir durum ¢alismasi sunulmustur. Béylelikle, hastane alani igin
iliskisel bir veri tabany, ilgili hastane veri tabani i¢in bir Hastane Ontolojisi ve bir erisim denetim
politikas1 olusturulmaktadir. Ayrica, hastane veri tabani ile Hastane Ontolojisi arasindaki ilgili
eslestirmeler Ontop ¢ercgevesi kullanilarak olusturulmakta ve son olarak, eslestirmeleri ve erisim
kurallarini degerlendirmek i¢cin Ontop SPARQL kullanilarak gesitli sorgular yiiriitiilmektedir.
Anahtar Kelimeler: Erisim Denetim, Veri Erisimi, Mahremiyet, Ontolji, Anlamsal Web, Bilgi Miihendisligi

Abstract

Ontology Based Data Access (OBDA) is the provision of data access and data integration as a result of
the mapping that is established between an ontology and a data source. Thus, storing large amounts
of data becomes easier, more powerful queries can be written, and management of complex
information systems can be performed quickly and effectively by using Semantic Web technologies.
Ontology Based Access Control (OBAC) uses Semantic Web technologies to enable the enforcement of
access control mechanism. Therefore, only authorized persons can access data to protect data privacy.
In this study, OBDA and OBAC are integrated to improve security while providing data virtualization
with a data model-independent access control approach. Therefore, a use case study for the
healthcare domain is presented. Hence, a relational database for the hospital domain, a Hospital
Ontology for the related hospital database and an access control policy are created. Also, the relevant
mappings between the hospital database and the Hospital Ontology are established by using the
Ontop framework and finally, various queries are executed by using Ontop SPARQL to evaluate
mappings and access rules.

Keywords: Access Control, Data Access, Privacy, Ontology, Semantic Web, Knowledge Engineering
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1. Introduction

Today, data production is increasing and a large
amount of data is collected in many fields. Health
data, social network data, sensor data, and data
from many other categories are collected into
data repositories. Organizing, analyzing, and
evaluating this big data is a necessity to obtain
meaningful query results and to access useful
information that can be used by decision support
systems. On the other hand, digital technologies
and the digitization process have led databases
to increase in complexity and heterogeneity.
Besides, most data sources are heterogeneous
and data are published in formats that are not
suitable to be directly processed by analytic tools
[1]. This makes data integration difficult,
whereas data integration is essential for
effective data utilization [2]. Ontology Based
Data Access (OBDA) is considered an essential
component of next-generation information
systems and is used to access data stored in the
existing data sources. OBDA aims to query
databases by wusing ontologies. Ontology
identifies the relevant concepts in a domain that
is modeled, creates a common vocabulary for the
related domain information, and provides an
explicit specification to these concepts.
Therefore, an ontology establishes a high-level
global data source schema in the OBDA paradigm
and enables a vocabulary for user queries [3].
Thus, data access and data integration are
provided with a data source, an ontology, and the
mapping between the ontology and the data
source. Thereby, the technical-schema-level
details of the data are abstracted and ontology
allows to conceptually specify the data. Also, the
mapping of legacy relational data to ontology
concepts enables the retrieval of more enriched
query results and provides effective data
analytics. In this regard, using OBDA and
Semantic Web technologies enable effective and
reliable sharing of information among various
systems to support the decision-making
systems.

The governing, curating and sharing of data
support decision-making systems, but they are
also challenged by security and privacy
requirements. Besides, the recent developments
in information and communication technologies
enable users to access data anytime and
anywhere. This connectedness emerges as an
important problem in terms of data privacy and
data security. Hence, data must be protected
from unauthorized access and the ability to
provide access control is crucial. For this

purpose, access to data should be controlled and
limited by authorizing data access. Ontology
Based Access Control (OBAC) [4-6] uses
Semantic Web technologies to control access to
data. Thus, users' access to data is controlled in
accordance with the rights/permissions and
prohibitions that are defined.

In this study, OBAC and OBDA are integrated to
develop a data model-independent access
control. Thus, access to data sources is
abstracted independent of the wunderlying
mapping. As a result of this abstraction, it is not
necessary to understand the structure of data
sources during the query process, and the query
can be executed on data sources by using
ontology and mappings. Therefore, OBDA is
represented at the access control level and
access to data is controlled to preserve data
privacy. This study is based on the conceptual
model that is proposed in [7]. In this study, the
presented conceptual model is established and
queries are executed. For this purpose, a use case
study for the hospital domain is presented. The
contribution of this paper is enhancing the OBAC
model with the OBDA paradigm. The aim of this
study is to ensure semantic access to information
resources by preventing unauthorized access
requests. Therefore, security will be ensured and
privacy will be preserved while providing data
virtualization.

The rest of the paper is organized as follows: the
current state of the field is presented in Section
2, the proposed model is introduced in Section 3
and also a case study of the proposed model for
the healthcare domain is presented in Section 3.
Section 4 specifies the query results executed on
the proposed approach. Finally, Section 5
concludes and clarifies the future studies.

2. Related Work

Database theory and database systems are
considered as efficient data storage because of
their performance benefits, and therefore
contents of a database are brought into the
Semantic Web [8]. Hence, OBDA systems and the
database-to-ontology mapping problem are
studied in a great number of researches in the
literature. OBDA abstracts data from the storage
details and provides end-users with transparent
access to data [9]. For this purpose, OBDA
presents a solution through mappings that link
properties and classes in the ontology to queries
that are executed over the database. In [10], a
survey of OBDA systems is presented and an
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OBDA system is considered as a superstructure
over a set of the existing sources of structured
data.

OBDA is regarded as an effective semantic
approach that deal with vast amounts of
heterogeneous complex data in several domains.
For instance, in [11], OBDA is used to facilitate
data operations in energy technology
forecasting. Similarly, an end-to-end OBDA
system that provides scalable end-user access to
industrial Big Data stores is developed in an EU
FP7-funded project named Optique [12, 13].
Also, data access challenges in the data-intensive
petroleum company Statoil and the developed
solution for these challenges with OBDA are
presented in [14]. In [2], an OBDA based
framework named Semantic Integration at
Bosch (SIB) is proposed. The SIB framework
integrates Bosch manufacturing data
semantically to support product quality analysis.
In [15], an OBDA based framework is presented
to enable the access to cultural and historical
data about commercial trade system and food
production during the Roman Empire. An OBDA
based approach is proposed in [16] to combine
and process static and real-time data from
various sources in the maritime security domain.
The primary objective is increasing maritime
situation awareness, such as detecting and
analyzing suspicious vessel movements and
abnormal vessel behaviors. In [17] an approch is
proposed for the agriculture domain. The
proposed approach aims to bind the farming
data sources in Nepal with various external
datasets.

In today's information technology environment,
it is important to improve the security and
privacy of resources. Hence, it is a necessity to
authorize data access and define restrictions for
access rights. As Semantic Web deals with
sensitive data, it is a critical issue to provide a
secure Semantic Web. In [18], a review on
security and privacy challenges related with
Semantic Web technologies is presented. A
Semantic Web based security framework must
be semantically rich, flexible, and simple to
automate [19]. Therefore, a policy management
approach and a policy language to define
security requirements in Semantic Web are

proposed in [19]. In [20], an approach to enable
the specification and computation of access
control policies for Semantic Web services is
proposed. A formal specification for semantic
access control and the semantic validation
algorithms to detect semantically incomplete or
incorrect access control policies are presented in
[21]. In [22], the Role Based Access Control
(RBAC) model is adopted to Semantic Web
technologies and extended with credentials.

In this study, an approach is proposed to
enhance the OBDA paradigm by preventing
unauthorized access to data. The study aims to
improve security and preserve privacy while
providing data virtualization. For this purpose,
the OBAC model [4-6] is used and integrated
with OBDA to control data access requests
according to the defined policy rules. The
proposed approach is based on the conceptual
model that is presented in [7]. To the best of our
knowledge, this aspect is not considered in the
literature. In the proposed approach, OBAC
represents the semantical meaning of the
security information and it has the advantage of
being a fully semantic access control model.
Integrating the OBAC model with OBDA offers a
solution to the security and privacy challenges
that arise from the OBDA paradigm. The
proposed approach is presented with a use case
that is based on a hospital domain.

Table 1 presents the existing studies in the
literature related with the OBDA approach.
Hence, the main contribution of this study is to
maintain data security and preserve data privacy
while  processing data from  various
heterogeneous sources efficiently. Moreover, the
abstraction of data sources in the data later of
the systems is maintained with the proposed
approach. According to our literature survey,
there is no approach that integrates the OBDA
paradigm with OBAC for enhancing data security
and preserving privacy.

3. Material and Method

This study proposes an architecture that
integrates the OBAC model within the scope of
OBDA to provide a privacy framework. Figure 1
shows the proposed architecture.

419



DEU FMD 25(74), 417-432, 2023

Table 1. The OBDA related studies in the literature.

Tablo 1. OBDA ile ilgili literatiirdeki ¢alismalar.

Title Goal Use Case Domain
Semantic Integration of Bosch | Integrating manufacturing | Surface Mounting Process
Manufacturing Data Using | data to perform product [ (SMT) - Bosch Manufacturing

Virtual Knowledge Graphs [2]

quality analysis and enriching
answers to user queries

Data

Ontology-based Data Access | Applying OBDA to Energy | Energy Technology
for Energy Technology | Technology Database within
Forecasting [11] technology forecasting
information system
Optique: Towards OBDA | Developing an end-to-end | Two use cases and two
Systems for Industry [12] OBDA system to provide | industrial partners: Siemens

Ontology Based Data Access in
Statoil [14]

scalable end-user access to
industrial Big Data stores

and Statoil

Ontology-based data
integration in EPNet:
Production and distribution of
food during the Roman Empire
[15]

Enabling the access to cultural
and historical data about the
commercial trade system and
food production during the
Roman Empire

Historical data sets (the
Epigraphic Database
Heidelberg (EDH), the
Pleiades dataset, and the

EPNet relational repository)

Ontology-Based Data Access | Combining and processing | Maritime
for Maritime Security [16] static and real-time data from

various sources, increasing the

value of data and improving

the processing workflow in the

maritime domain
Ontology Based Data Access | Obtaininga diversity of related | Agriculture (Farming
and Integration for Improving | agricultural information to | datasets)
the Effectiveness of Farming in | enhance the productivity of
Nepal [17] agricultural crops in Nepal
Ontology Based Access | Maintaining data security and | Healthcare

Control: A Case Study through
Ontology Based Data Access
(The proposed approach)

preserving privacy
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Sekil 1. Oneril

The proposed architecture enforces the access
control mechanism for the OBDA. Therefore, it
enables OBDA to preserve privacy based on the
OBAC model.

In the OBDA paradigm, different data sets are
integrated with an ontology. In this paradigm,
ontology provides the conceptualization for the
data access and it is mapped to the data source.
Therefore, OBDA is based on three components:
data source, ontology, and mappings. The data
source is described through schemes and related
information, ontology is the representation of
the conceptual domain and mapping is the
correspondence between the ontology and data
sources [23].

In OBDA, users access data sources through a
conceptual layer and perform their queries. The
related conceptual layer is an OWL or RDF
ontology and uses R2ZRML mappings to connect
to the underlying database.

R2RML is a language that expresses customized
mappings from relational databases to RDF
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datasets [24]. When the related ontology is
queried with SPARQL [25], the OBDA system
retrieves the elements from the data sources and
uses the related mappings to generate the query
answers.

In OBAC [6], policies are represented with
deontic concepts. OBAC allows to create, modify,
and delete policy ontologies. For this purpose,
OBAC uses Rei policy specification language.
Users can specify and represent the concepts of
permissions, prohibitions, obligations, and
dispensations by using Rei [19, 26, 27].
Developers can express different kinds of
domain-independent policy ontologies. In OBAC,
policy ontologies include policy objects, subjects,
and objects. There are four policy objects in
OBAC: Permissions, Prohibitions, Obligations,
and Dispensations. A Permission policy object
indicates actions that an entity can do; a
Prohibition policy object indicates actions that
an entity can’t do; an Obligation policy object
indicates actions that an entity should do; a
Dispensation policy object indicates actions that
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an entity need no longer do. A policy is shown
with a (S,0,A) triple. A subject (S) indicates
the user who requests access to a resource, an
object (O) specifies the resource which is going
to be accessed and an action (&) specifies the
operations which the subject requests to achieve
on a resource.

The proposed model is based on a
materialization-based = approach  (forward
chaining) [7]. In the materialization-base
approach [28], the database D is the input, O is
the target ontology and the mapping from D to O
is M. The legacy data source is the ABox (A) and
the ontology is the TBox (T).The SPARQL query
Q is executed over the D, O, and M. Therefore, the
access to the underlying data sources is
abstracted independent of the mapping. The
mapping between a database and an ontology is
achieved by Ontop framework [29]. Ontop is an
open-source OBDA framework and a query
transformation module. Hence, queries are
executed by using the Ontop framework.

Ontop is a virtual knowledge graph system that
enables any relational database's content
available as knowledge graphs. For this purpose,
Ontop converts SPARQL queries issued across
knowledge graphs into SQL queries executed by
relational data sources. Ontop rewrites the
SPARQL query into SQL query, delegates
execution of the SQL query to the data source
and returns the query result [30]. Thus, data
stays in the original data source instead of being
transferred to another database. The following
example defines the mapping for patients in the
database:

Target:

:hospital/patient/{patientID}
:Patient;
:patientID{PatientID};
:name{name};
:lastname{lastname}

Source (SQL Query):

SELECT patient.name,
patient.lastname
FROM patient

UV

The target of the mapping indicates how to
generate the ontology concepts (classes, object
and datatype properties). The source of the
mapping is the SQL query that retrieves data
from the database.
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After defining the related mapping, the following
SPARQL query will list the patients in the
database.

SELECT DISTINCT ?patientID
?patientname ? patientlastname

WHERE

{

?patient
?patientID
?patient
?patientname
?patient hospital:patientLastname
?patientlastname

}
3.1. Integrating OBAC with OBDA: A Use Case

hospital:patientID

hospital:patientName

In this study, the OBAC model is applied within
the scope of OBDA to prevent unauthorized
access and to preserve privacy while providing
data virtualization. For this purpose, a use case
for a hospital domain is performed. In the scope
of the use case, the steps adhered are as follows:
a hospital database is created, a hospital
ontology is developed, a hospital policy ontology
is created for the related hospital ontology, the
relevant mappings between the policy ontology
and the created database are established by
utilizing the Ontop framework [28], and various
queries are written using Ontop SPARQL. Ontop
is an open-source platform to query databases
through ontologies. Ontop relies on R2RML
mappings, translates SPARQL queries into SQL
queries that are executed by the relational data
sources, and executes SPARQL queries. In this
study, ontologies are created with Protégé
ontology editor [31].

First, the hospital database is created by using
the MySQL database management system [32].
The Enhanced Entity-Relationship (EER)
diagram is given in Figure 2. The created tables
are as follows: action, appointments,

basicscience, bloodtests,
departments, doctor,
doctorpatient, equipments,
granting, invoice, laboratory,
laboratorytechnician,

mechanicaltechnician,

medicalscience, medicalstudent,
nurse, officer, patient,
permission, prescriptions,
prohibition, radiologytechnician,
room, surgicalscience. Also, sample data

are inserted into tables.
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Later, Hospital Ontology and Hospital Policy
Ontology are created. While creating Hospital
Ontology the relevant classes are created
according to the tables in the Hospital Database.
The classes and subclasses in Hospital Ontology

are as follows: Acounting,
Administration, Appointments,
Departments, BasicScience,
MedicalScience, SurgicalScience,
Documents, HealthReports,
Prescriptions, Results,

BloodTests, RadiologyResults, CAT,
CT, Mammography, MRA, MRI, PET,
XRay, UrineTests, VaccinationCard,
Equipments, Laboratory, Patient,
Room, Staff, Doctor, Intern,
MedicalStudent, Nurse, Officer,
Technician, LaboratoryTechnician,
MechanicalTechnician,

RadiologyTechnician,

UltrasoundTechnician.

The classes, object and data type properties of
Hospital Ontology are shown in Figure 3,4 and 5,
respectively. The overview of the Hospital
Ontology is given in Figure 6.

The Hospital Policy Ontology is created based on
the Hospital Ontology which is the domain
ontology of the use case study. The classes of the
Hospital Policy Ontology is given in Figure 7.

The actions that can be perfomed on hospital
data are presented in Action class. The defined

actions of the related class are as follows:
CreatingInvoice, DeletingInvoice,
EditingDocuments, EditingInvoice,

EditingResults,
EditVaccinationCalendar,
ViewPrescription, ViewResults,
ViewVaccinationCalendar and

WritingPrescription.

In the Hospital Policy Ontology, Policy,
Permission, Prohibition, Granting, and
SimpleConstraint classes are created to
specify the access rights and actions that can be
performed on the hospital data.
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m m m
¥ prohibitionID INT ¥ appointmentId INT " bloodtestID INT ¥ bsdeptID INT ¥ permissionID INT “» actioncode INT
) & appt_patientiD INT #bloodtestpatienttn INT [T~ | & permissionname VARCHAR(45) B — ¥ actionname VARCHAR(45)
@ prohibitionactionID INT O appt. INT & permigionactionId INT } > actionactorID INT
(45 appt s A  bloodizstresLits VARCHAR(45) & permissionactionname VARCHAR(45) |  actionactor VARCHAR(45)
> prohibitionactorID INT > departmenmame VARGH AR(45) > parmissionactortD INT | = — 1+ @ actontargetin N
2 prohibitionactorname VARCHAR(45) > appt_doctoriD INT vARGHAR(48) 1 HAR(45)
 prohibitionconsiraint VARCH AR(45)  permissionconsiraint VARCHAR(45)
> doctorlastnam e VARCHAR(45)
& appointmentdate DATE
i
i
I
i
i
¥ roomnum ber INT ¥ deptlD INT I | 7 1aoto Nt . ¥ studenttD INT ¥ nurseld INT 7 patientID INT
5 room type VARCH AR(45) > deptname VARCHAR(4S) % sbname VARTH AR(45) ! 2 name VARCHAR(45) —] ¥ name name
© deptname V ARCHAR(45) dexe:  lastname VARCHAR (45) lastname Y ARCHAR(45)  lastname VARCHAR(4S)
> deptp T TTOTT © technicianiastname VARCHAR(45)  medicalstudent_ deptnam e VARCHAR(45) < nurse_departm entname VARGH AR(45)  address V ARCHAR(45)
[ < Iaboratory_department VARCHAR(45) dexes derecs ity VARCHAR(45)
P dexes  teephone INT
[ T | | > birthday DATE
[ [ | | age NT
[ [ | |
Pt o - S weight INT
P b—h } o  height INT
N P P
P o L
| i ER
¥ equipmentlD INT ¥ inveicel D INT. ¥ doctorlD INT ¥ grantingl® INT D INT
L s i B T e
> eq_labname : < R  deanticpermissiond INT Indexes
_ < patientiD INT < departm ent VARCHAR (45) VARCHAR(90)
> deonticprohibitonlD INT
1 < deonticprohibi isnname VARCHAR (30)
}I “ grantingto VARCHAR(45)
I
I
I
I
I
i
¥ stafD INT ¥ preseriptientd INT ¥ staffiD INT ¥ stafD INT ¥ stafiD INT
© name VARCHAR(45) O preseription_patisntiD INT © name VARCHAR(45) © name VARCHAR(45) ©name VARCHAR(45) -
 preseription_doctorID INT ©lastname VARCHAR(AS) lastname V ARCHAR (45) lastname V ARCHAR(45)
> patientame VARCHAR(45) © mechanicatechnician_labname VARCHAR (45) ©12bID INT > officer_deptname Y ARCHAR(45)
> radiologytechnician_departm ent VARCH AR(45) > patientiastnam e VARCHAR{45) > mechanicaltechnician_deptnam e VARCHAR(45) | aboratorytechnician_| abn am & VARCHAR (45)
> doctorname VARCHAR(45) > | aboratorytechnic ian_deptname VARCHAR(45)

> doctorlastname VARCHAR(45)

> medication VARCHAR(45)
> diagn ods VARCHAR(45)

> preseriptiondate V ARCHAR(4S) |

Figure 2. The hospital database.

Sekil 2. Hastane veritaban.
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Sekil 3. Hastane Ontolojisi'nin sinif hiyerarsisi. : z::!::::a;:;ame
(|
Object property hierarchy: RIMEEE Bl permissionname
T | = || 3xd Asserted B roomNumber
== owl:topObjectProperty = roomType
= bill To . staffld
: :as:ctor_ . B telephone
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== hasDoctor L] weight
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- pasprescription Sekil 5. Hastane Ontolojisi’nin veri ézellikleri.
asRoom

W hasVaccinationCard
== hasWritten

W= isAdministrative

™ isAPrescriptonFor
= isDoctorlDOF

== isDoctorOf

= isEmployee

B isPatientIDOf

= jsPatientOf

. isWrittenBy

™ staysin
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B writesPrescriptionFor

Figure 4. The object properties of Hospital
Ontology.

Sekil 4. Hastane Ontolojisi’nin nesne dzellikleri.
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Figure 6. The overview of the Hospital Ontology.

Sekil 6. Hastane Ontolojisi'nin genel goriiniimii.

owl:Thing
Action

Creatinginvoice
Deletinglnvoice
EditingDocuments
Editinglnvoice
EditingResults
EditVaccinationCalendar
ViewPrescription
ViewResults
ViewVaccinationCalendar
WritingPrescription
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Hospital
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Sekil 7. Hastane Politika Ontolojisi'nin simif

hiyerarsisi.

Figure 7. The class hierarchy of Hospital Policy
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After creating the Hospital Policy Ontology,
mappings between the Hospital Database and
the Hospital Policy Ontology are established. An
example mapping of doctor-patient relationship
is shown in Figure 8. In Figure 9, a mapping for
doctors' access permissions is shown. Figure 10
shows the mapping for prohibitions. The list of
defined mapping is given in Figure 11. After the
mapping, the integration of OBAC with OBDA is
finalized.

'Edit Triples Map

Mapping 0. Doctor-Patient(0)

Targst (Tripkes Template)

hospitaiiDdector) a +#hasPatient hospital{IDPatient
#aoctorLastname (doctoriastname) ; :WpatientName (name}

ctorName {doctorname} :
miLastname (lastname)

Source (SOL Query)

SELECT doctorpatient IDdoctor, doctor. doctomame, doctor doctoriastname, doctorpabient IDpatient, patient name,
patient lastname

FROM doctor, patient. doclorpatient

WHERE doctor doctonD = coctorpabent iDdoctor AND patient patientiD=doctorpatient [Opatient

S0l Query resuts
Ddedor
101 Gregory

doctomame doctoriastname. Dpatient name lastname

103 Miranda Baley 1z Jane
101 Gregory House 124 Jack
101 Gragory Houss 125 Bety
101 Gragory House 126 Rose
103 Miranga Baiey v Raymong

& Execute the SQL query) (100 rows)

Update  Cancel

Figure 8. The mapping for Doctor-Patient
relationship.

Sekil 8. Doktor-Hasta iligkisi icin esleme.
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| £ Edit Triples Map X
Mapping ID:  Permission
Target (Triples Template:

hospital{permissionlD) a
D} ; :#doctorName

#permissicnname {permissionname} ; :#doctoriD

Saurce (SQL Query)
SELECT"
FROM permission

SaL Query results

permissionact__pe
1 ReadingBloo_ 101
WritngBloadT... 101

Gregory House
Gregory House
Maranda Bailey
haranda Bailey
Maranda Balley
Gregory House

ReadingBlon_ 103
WritngioadT... 103
ReadingBloo_ 103
Reading@ion.. 101

1
2
3 Pan
4

2
3
4
1
PemissionR.. 3
& Execute the SQL query (100 rows)

Update  Cancel

Figure 9. The mapping for Permissions.

Sekil 9. izinler icin esleme.

|2 Edit Triples Map X
Mappng ID.  Prohibition
Target (Triples Template)

hospital{prohibition|D} a prohibit
sdoctorName {p

onname {prohibitienname} ; :#doctoriD

Saurce (SQL Query)
SELECT*
FROM prohibition

SQL Query results:

prohibitioniD)  prohibionna... prohibionach _ prohibitionacti_| prohibiionact  prohibiiomact _ prohiitioncon.
WnitingBloodT_ 103 Miranda Badley

WritingBloodT._. 101 Gragary House

Prohibiion¥ri... 2
2 Prohitition¥ri.. 4

# Execute the SQL query| (100 rows)

Update  Cancel

Figure 10. The mapping example for
Prohibitions.

Sekil 10. Yasaklar i¢in esleme.
4. Results

The related studies presented in this article are
obtained on a machine with specifications of
Intel(R) Core(TM) i7-8550U CPU @ 1.80GHz
1.99 GHz, 16GB RAM.

The Hospital Policy Ontology metrics are
presented n in Figure 11. The defined mappings
between the Hospital Database and Hospital
Policy Ontology are displayed in Figure 12. In
order to validate the integration process of OBAC

with OBDA and the defined mappings, SPARQL
queries are executed. For this purpose, Ontop

SPARQL Manager is used.
Ontology metrics: (7] (01 = =] )
Metrics
Axiom 296
Logical axiom count 167
Declaration axioms count 129
Class count 55
Object property count 30
Data property count 43
Annotation Property count 3

Class axioms

SubClassOf 48

Figure 11. The ontology metrics for the
Hospital Policy Ontology.

Sekil 11. Hastane Politika Ontolojisi i¢in
ontoloji metrikleri.

Thence, queries of the defined mappings are
written and executed. Figure 13, Figure 14 and
Figure 15 represent the SPARQL queries of the
mappings that are displayed in Figure 8, Figure 9
and Figure 10, respectively.

In Figure 13, the doctor-patient relationship is
queried. The query results list patients’ doctors.
Thus, doctor’s ID, doctor name and surname,
patient’s ID, patient name and surname are
shown.

Figure 14 and Figure 15 present the query
results for the specified policy definitions that
are defined for doctors. The query results
presented in Figure 13 show the access
permissions for doctors in the Hospital
Database. Thus, permissions, the ID and name of
actors who are permitted to perform the related
action are listed as the query result.

Similarly, Figure 15 present the defined
prohibitions for doctors. The query results list
the defined prohibitions, the ID and name of the
actors who are prohibited for the related action.

Consequently, these query results show that
data access is controlled by performing OBAC on
the OBDA approach. Thus, a privacy-aware
OBDA approach is applied by integrating OBAC
with OBDA.
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Doctor-Patient
:#Doctor :#hasPatient :#Patient .
SELECT doctor.doctorname, doctor doctorlastname, patient name, patient lastname:

Doctor
hospital/{doctoriD) :#doctoriD {doctoriD} .
SELECT doctor.doctoriD, doctor. doctor

Patient

D) :#patientiD : {name} ; :#patientLastname {lastname}
SELECT patient patientiD, patient name, patient lastname

DoctorNameLastname

D} a :#Doctor ; ; #doctorLastname {doctorlastname}*xsd:string .
SELECT doctor. doctoriD, doctor.doctorname, doctor.doctoriastname
DoctorLastname
hospital/{doctoriD} :#doctorLastname {doctorlastname)*xsd string .
SELECT doctor doctoriD. doctor doctorname, doctor doctoriastname

DoctorName(0)

SELECT doctor.doctoriD, doctor.doctorname, doctor.doctoriastname

IDdoctor
3 1DOf :#Doctor ; : D 3 s string ; :#doctorLastname {doctorlastname)™xsd string .
SELECT IDdoctor, doctor. . doctor.
IDpatient
a:iPatient ; D 3 {name}*xsd:string ; :#patientLastname {lastname}*xsd:string .

SELECT doctorpatient IDpatient, patient name, patient lastname
DoctorlD

hospital{DoctoriD} :#isDoctoriDOT :#Docto! D 14 sa:string
SELECT doctor.doctoriD, doctor.doctorname, doctor doctoriastname

doctorLastname {doctorlastname}*xsa:string .

IDdoctor(0)
hospitat{iDdoctor) a :#Doctor ; :#doctorlD {IDdoctor) ; :#doctorName {doctorname}*xsd:string ; :#doctorLastname {doctorlastname)xsd:string .
SELECT IDdoctor, doctor doctor

IDpatient(0)

3 Of :#Patient ; : D 5 {name}*“xsd string ; :#patientLastname {lastname}**xsd string .
SELECT doctorpatient IDpatient, patient.name, patient lastname

PatientiD
spital(l e Of :#Patient ; D {PatientiD} ; {name}*'xsdstring ; :#patientLastname {lastname}**xsd string .
SELECT patient patientiD,patient. name. patient lastname
Doctor(0)
hospttal/{IDdoctor] :#doctorlD {IDdoctor)} ; :#doctorName {doctorname}*xsd:string ; :#doctorLastname {doctorlastname}*xsd:string .
SELECT IDdoctor, doctor. . doctor.
ActionName

aifAction ; P D
SELECT * FROM hospital action

Permission
hospital{permissioniD} a :#Permission :
SELECT*

Prohibition
hospital{prohibitionID} a :#Prohibition ; :#p: ; s#doctoriD {pi D} ;- P
SELECT*

Granting

SELECT*

Doctor-Patient(0)

hospita{IDdoctor} a :#Doctor ; :#hasPatient ‘hospital{iDPatient} ; :#doctorName {doctorname} ; :#doctorLastname {doctor H {name} : :#) astname
SELECT IDdoctor, doctor . doctor. A IDpatient, patient name, patient lasiname

Figure 12. The defined mappings.

Sekil 12. Tanimlanan eslemeler.
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*%] Prefixes.
PREFIX : <http://www.semanticweb.org/ozqucan/ontologies/HospitalPolicyontology>
PREFIX owl: tp://; >
PREFIX rdf: /mm].nrg/l???/OZ/Zz rdf-syntax-nsé>
PREFIX
PREFIX xsd: <h
PREFIX : <hups //whd “org/obda/vocabulary#>
PREFIX rdfs: <http: //ww w3.0rg/2000/01/rdf-schema#>
PREFIX action: <https://www.csee.umbc.edu/~Tkagal 1/rev/oﬂlolog1es/RuA(nm owl>
PREFIX <hEtps: //waw. csee. umbe . edu/~1kagal1/rei /ontologies/ReiEntity.owl#>
PREFIX <https://www.csee.umbc.edu/~Tkagall/rei/ontologies/ReiDeontic.owl#>
PREFIX <https://www.csee. umbc. edu/~1kaeall/re\/ontoloqles/keu\nalys\s owl#>
PREFIX % <hnps //wew . csee.umbc . edu/~1kagal1/rei/ontologies/ReiConstraint .owl#>
PREFIX metapolicy: Jum.csee_unbc. edu/~Tkagal1/rei /ontologies/ReiMetabol icy. owl#>
PREFIX hospitalont: K ://www. semanticweb. org/ozgucan/ontologies /Hospitalontology:
PREFIX hospnalpo]uy ttp://www.semanticweb.org, ezquzan/ontolog\es/msp!tall’ohtyon(u]oqyb
?ELE(Y DISTINCT ?doctorID ?doctorname ?doctorlastname ?patientID ?patientname ?patientlastname
i a1po1uy hasPatient ?patientID .

? alpolicy:doctorName ?doctorname .

2doctorID hospna1qohcy doct: orLasma-e ?doctor lastname .

?patientID hospitalpoli entName ?patientname .
) 7patientID hospitalpolicy: panemLastnm "pi!lenﬂaslnm “
Show 100 or  all results. Use short IRls (- &® Execute
av
Execution time: 723ms. Solution mappings retumed: 6
| SPARQL results | SOL translation

doctorlD doctomame doctoriastname patientiD pabentname patientiasiname

<hitp /www semantioweb.orglozguc. . “Gregory™1sdstring “House™xsd sting <hitp:/www semanticweb,orglozguc... “Jane™xsd string “Doe™xsd string
<hip /mwww semanticweb.orglozguc... “Miranda™sd string “Balley*xsdstring <hitp:/mwww.semanticweb,orgiozguc... “Jane™xsd string “Doe™xsd string
<hitp Iwww semanticweb.0rglozguc.. "Gregory*1sdstring Housexsdstring <hitp /Mww. Semanticwed orgiozguc. . “Jack™xsd string Taylor™xsdstring
<hiip /www.semanticweb.orglozguc... “Gregory™1sdstring “House™xsd sking <hitp /ww. Semantioweb orgiozguc. . “Bettyxsd string “Nelson™xsd string
<hlip /www.SemanticweD.org/ozguc.. “Gregory**sdstring “House™xsasting <hitp /Mwww semanticweb orgiozguc... "Rose™xsdstring Flelds™sd sting
<hitpJwww semanticweb orglozguc... “Miranda™#xsdstring “Bailey*xsdstring <hitp /www.semanticweb.orglozguc... "Raymond™Aisdstring “Shields™xsd string

Figure 13. The SPARQL query results for listing patients’ doctors.
Sekil 13. Hastalarin doktorlari listelemek icin SPARQL sorgu sonuglari.

SPARQL Query %] Prefixes.
PREFIX : <hnr| +//www. semanticweb. nrq/ozgu(ﬂn/nntulnqleS/Musmt:]Pn]'(yOnuﬂogy»
it

PREFIX tp://www.w3.0rg/2002/07 /ow

PREFIX rdf: <http://www.w3. orq/1999/oz/22 rdf syntax-ns#>

PREFIX xml: <http://www.w3.org/XML/1998/namespacs

PREFIX xsd: <http://www. w},orq/mm/ms(huzb

PREFIX obda: <https://w3id.org/obda/vocabulary#>

PREFIX <h:tp.//wnw w3, org/ZUOO/ 1/rdf -schema#>

PREFIX /www . csee. umbc. edu/~'|kaga]1/re|/mlo1ng|es/RmA:(mﬂ owl>

PREFIX ://wwwi.csee.umbc. edu/~lkagall/rei/ontologies/ReiEntity.owl#>

PREFIX weni. Csee . umbc . edu/~1kagal1/rei/ontologies/ReiDeontic.owl#>
PREFIX is: <hnps 7/www. csee.umbc.. edu/~lkaea]1/re|/omola jes/ReiAnalysis.onl#>
PREFIX <https://www.csee.umbc.edu/~lkagall/rei/ontologies/ReiConstraint.owl#>
PREFIX <https .csee.umbc. edu/~Tkagall/rei/ontologies/ReiMetaPolicy.owl#>
PREFIX hospna]m <huﬁ //wm semant icweb.org/ozgucan/ontologies /Hospitalontology#>
PREFIX hospitalpolic ttp: //wew. semant i cweb . org/ozgucan/ontologies/HospitalPolicyontology#>

?

?ELEC\' DISTINCT ?permission ?permissionactorID ?permissionactorname

2permissionID hospitalpolicy:permissionname ?permission .
?permissionID hospitalpolicy:doctorID ?permissionactorID .
?permissionID hospitalpolicy:doctorName ?permissionactorname .

Show 100 or | all results. Use short IRls. S @ Execute
av

Execution time: 539ms. Solution mappings retumed: 9.

[ SPARGL results | SOL translation

permission permissionactoriD permissionactorname
“PermissionReadingBloodTestForJaneDoe™ xsd string “101"*xsdinteger “Gregory House™xsd string
“PermissionReadingBioodTestForJaneDoe xsdstring “101" s dinteger “Miranda Balley ™ xsdstring
“PermissionWritingBloodTestForJaneDoe™xsd string “101"xsdinteger “Gregory House™xsd string
s d string “103"xsdinteger “Miranda Bailey**xsd string
xsdsting *103"xsdinteger “Miranda Balley*xsd string
“PermissionReadingBioodTestF orJaneDoe-2" 154 string “103"xsdinteger “Miranda Baileyxsd string
“xsdstring “101"*sd integer “Gregory House™1sd string
“PermissionReadingBloodTestForJaneDoe™ xsd string “103"asdinteger “Gregory House™asd string
“PermissionReadingBloodTestF oraneDoe™xsd string “103"™xsd nteger “Miranda Bailey™xsd string

Figure 14. The SPARQL query results for doctors' permissions.
Sekil 14. Doktorlarin izinleri icin SPARQL sorgu sonuglari.
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SPARQL query editor. DEEE
SPARQL Query %) Prefixes

PREFIX :

(llll

. 1manuuulx orgfozgucan/ontologies Hospitalpolicyontology>
(p ‘W . w3 OF owl#>
2/ /e w3, Orq l‘]‘)') D’ I?

syntax-ns#>

://wwni.w3.0rg/XML/1998 /namespace>

p://www. w3 .org/2001/XML Schema#>
://w3id.org/obda/vocabulary#>

‘ww w3 0rg/2000/01/r df -schema#>

. csee.usbc..edu/~Ikagal1/rei/ontologies/Reiact jon. onl>

c.edu/~Tkagal1/rei/ontologies/ReiEntity

umb .edu/~1kagall/rei onto10g1 es/ReiDeont

o.unbc, edu/~Tkagall/rei/ontologies/ReiAnalysis

Tkagal1/rei/ontologi

“umbc. edu/~Tkagal1/rei/ontologi

PREFIX entity: <
PREFIX deonti

ReiMetaPolic
talontolo:
spitalPoli

PREFIX hospitalont: <
PREFIX hospitalpolicy: < 'wewi. semant i cweb . or g/0zgucan/ontologi

SELECT DISTINCT Zprohibition ?prohibitionactorIn ?prohibitionactorname
Zprohibitiontd hospitalpolicy:prohibitionname prohibition .
ZprohibitionId hospitalpolicy:doctorID ZprohibitionactorID .
2prohibitionID hospitalpolicy:doctorName Zprohibitionactorname .

Show 100 or | all results. Use short IRls

Execution time: 294ms. Solution mappings retumed: 5
SPARQL rasults [ SOL translation

prohibitionactoriD

Lowle>
s .\M
ReiConstraint.

yu»

< )om ology#>

& Execute

prohibitionactorname

Figure 15. The SPARQL query results for doctors' prohibitions.

Sekil 15. Doktorlarin yasaklari icin SPARQL sorgu sonuglari.

5. Conclusion and Future Work

OBDA is an ontology-based interface to connect
a data source and an ontology. Hence, OBDA
provides data access and data integration as a
result of a data source, an ontology, and the
mapping between the data source and the
ontology. In the OBDA paradigm, ontology is
used as a conceptual schema of the interested
domain. As OBDA is a mediator between
database contents and ontologies, it should be
ensured that only authorized persons can access
data. In this study, this ensurance is provided by
integrating the OBAC model with the OBDA
approach. OBAC is a Semantic Web based policy
management model to control access to data.
The primary purpose of this study is to develop
a privacy-aware OBDA  solution while
abstracting access to data sources independent
of the underlying mapping. Therefore, a use case
study is presented for the hospital domain.

As future work, Role Based Access Control
(RBAC) model will be integrated into the
proposed approach by mapping RBAC concepts
to the OBAC model. Also, new policy definitions
will be created, the related mappings will be
established and queries will be executed.
Moreover, the OBAC model will be extended with
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the organizational privacy concepts to enhance
the privacy of the OBDA based systems.

5. Sonug ve Gelecek Calismalar

OBDA, bir veri kaynagi ile bir ontolojiyi birbirine
baglayan ontoloji tabanli bir arayiizdiir. Bu
nedenle OBDA, bir veri kaynagi, bir ontoloji ve
veri kaynagi ile ontoloji arasindaki eslemenin bir

sonucu olarak veri erisimini ve veri
entegrasyonunu saglamaktadir. OBDA
paradigmasinda ontoloji, ilgilenilen alanin

kavramsal bir semasi olarak kullanilmaktadir.
OBDA, veritabani icerikleri ile ontolojiler
arasinda bir araci oldugundan, verilere yalnizca
yetkili kisilerin erisebilmesi saglanmalidir. Bu
calismada OBAC modeli ile OBDA yaklasimi
entegre edilerek bu giivence saglanmistir. OBAC,
verilere erisimi kontrol eden Anlamsal Web
tabanli bir politika yonetim modelidir. Bu
calismanin temel amaci, veri kaynaklarina
erisimi alttaki eglemeden bagimsiz olarak
soyutlarken mahremiyet-farkinda bir OBDA
¢oziimii gelistirmektir. Bu nedenle, hastane etki
alan1 i¢cin bir kullanim durumu g¢alismasi
sunulmustur.

Gelecek c¢alisma olarak, Rol Tabanli Erisim
Denetim (RBAC) kavramlari OBAC modeline
eslenerek RBAC modeli o6nerilen yaklasima
entegre edilecektir. Ayrica, yeni politika
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tanimlar1  olusturulacak, ilgili eslemeler
yapilacak ve sorgular yiiriitiilecektir. Ek olarak,
OBDA tabanlh sistemlerin mahremiyetini
artirmak icin OBAC modeli kurumsal
mahremiyet kavramlariyla genisletilecektir.
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